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Disclaimer

 

As always with texts of this nature, here is the disclaimer….
The information contained within this field manual is intended to be used as

a reference, and not as an endorsement of the included providers, vendors, and
informational resources. Reference herein to any specific commercial product,
process, or service by trade name, trademark, service mark, manufacturer, or
otherwise does not constitute or imply endorsement, recommendation, or favoring
by the authors or the publisher.

As such, users of this information are advised and encouraged to confirm
specific claims for product performance as necessary and appropriate.

The legal/financial materials and information that are available for reference
through this manual are not intended as a substitute for legal/financial advice and
representation obtained through legal/financial counsel. It is advisable to seek the
advice and representation of legal/financial counsel as may be appropriate for
any matters to which the legal/financial materials and information may pertain.

Web sites included in this manual are intended to provide current and accurate
information; neither the authors, publisher, nor any of its employees, agencies,
and officers can warranty the information contained on the sites and shall not be
held liable for any losses caused on the reliance of information provided. Relying
on information contained on these sites is done at one’s own risk. Use of such
information is voluntary, and reliance on it should only be undertaken after an
independent review of its accuracy, completeness, efficacy, and timeliness.

Throughout this manual, reference links to other Internet addresses have been
included. Such external Internet addresses contain information created, published,
maintained, or otherwise posted by institutions or organizations independent of
the authors and the publisher. The authors and the publisher do not endorse,
approve, certify, or control these external Internet addresses and do not guarantee
the accuracy, completeness, efficacy, timeliness, or correct sequencing of infor-
mation located at such addresses. Use of such information is voluntary, and
reliance on it should only be undertaken after an independent review of its
accuracy, completeness, efficacy, and timeliness.
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Introduction

 

As an auditor as well as researcher and author, I realize and value the importance
of timely, well-focused, accurate information. It is with this philosophy in mind
that the development of this project was undertaken.

To the reader, a note of explanation…. This is not a text, but rather a field
manual. It has been written — better yet, compiled — and edited in a manner
that will allow you to rapidly access a specific area of interest or concern and
not be forced to sequentially wade through an entire text, chapter by chapter, to
get to what is important to you.

In the true sense of a field manual, each “chapter” (and we use that term
loosely) stands on its own and presents focused, timely information on a specific
topic related to cyber forensics. The author of each “chapter” was selected for
his or her expertise in a specific area within the very broad field of cyber forensics.

Often a limiting aspect of most projects, especially those written on emerging
technical topics, is the inability to cover every aspect of the topic in a single all-
inclusive text. This truth befalls this field manual that you are about to use.

Initial research into this growing discipline proved that it would be next to
impossible to include all the areas of both interest and importance in the field of
cyber forensics that would be needed and required by all potential readers and
users in a single text. Thus, this field manual presents specific and selected topics
in the discipline of cyber forensics, and addresses critical issues facing the reader
who is engaged in or who soon will be (and you will!) engaged in the preservation,
identification, extraction, and documentation of computer evidence.

As a user of this field manual, you will see that this manual’s strength lies
with the inclusion of an exhaustive set of chapters covering a broad variety of
forensic subjects. Each chapter was thoroughly investigated; examined for accu-
racy, completeness, and appropriateness to the study of cyber forensics; reviewed
by peers; and then compiled in a comprehensive, concise format to present critical
topics of interest to professionals working in the growing field of cyber forensics.

We finally had to select several key areas and put pen to paper, entice several
colleagues to share their ideas, and resign ourselves to the fact that we cannot
say all that needs to be said in one text, book, or manual. We trust the material
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we have included will serve as a starting point for the many professionals who
are beginning their journey into this exciting discipline.

We begin our journey into the realm of this relatively new discipline by
opening with a brief discussion as to the current state of the environment relating
to the need for this new field of forensics and then a brief examination of the
origins of cyber forensics. Along the way, we will establish several basic definitions
designed to assist the reader in moving easily through what could be difficult and
confusing terrain.

Although e-mail is becoming more mission-critical for enterprises, it also
has the ability to haunt a company in times of trouble, because records
of e-mail messages remain in the company systems after deletion — a
feature highlighted during the Microsoft anti-trust trial. The case has
featured critical testimony derived from old Microsoft e-mail messages.

 — 

 

InfoWorld,

 

 10/25/99

 

Background

 

The ubiquitous use of computers and other electronic devices is creating a rapidly
rising wave of new and stored digital information. The massive proliferation of
data creates ever-expanding digital information risks for organizations and indi-
viduals. Electronic information is easy to create, inexpensive to store, and virtually
effortless to replicate. As a result, increasingly vast quantities of digital information
reside on mass storage devices located within and without corporate information
systems. Information risks associated with this data are many. For example,
electronic data can often show — with a high degree of reliability — who said,
knew, took, shared, had and did what, and who else might be involved in the
saying, knowing, taking, sharing, having, and doing. For the corporation, the free
flow of digital information means that the backdoor is potentially always open
to loss.

To put the explosive growth of electronic data in perspective, consider that
Americans were expected to send and receive approximately 6.8 trillion e-mail
messages in 2000 — or about 2.2 billion messages per day.

 

1

 

 Although some of
this e-mail is sent and received by individuals, most of it is being created by and
sent from corporate mail servers.

In 2000, the World Wide Web consisted of 21 terabytes of static HTML pages
and is growing at a rate of 100 percent per year.

 

1

 

 There are now about 2.5 billion
indexed Web pages, increasing at the rate of 7.3 million pages per day.

Demand for digital storage is expected to grow by more than 1800 percent
between 1998 and 2003. A midrange estimate of the amount of data currently
stored on magnetic tape is 2.5 exabytes (an exabyte is 1 million terabytes), with
another 2.5 exabytes stored on computer hard drives.

 

1

 

Contrasting the growth of paper pages and electronic documents adds addi-
tional perspective. The growth of recorded information doubles every three to
four years. Over 93 percent of all information produced in 1999 was in digital
format. About 80 percent of corporate information currently exists in digital form.
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Companies are expected to generate some 17.5 trillion electronic documents by
2005, up from approximately 135 billion in 1995.

 

2

 

 Some 550 billion documents
now exist online.

There is more to this explosive growth than just “documents.” Additional
forms of electronic data originate from:

 

�

 

Internet-based electronic commerce, online banking, and stock trading

 

�

 

Corporate use and storage of phone mail messages and electronic logs

 

�

 

Personal organizers, such as the Palm Pilot (worldwide PDA sales were
expected to total about 6 million units in 2000 rising to 17 million in 2004.)

 

�

 

Wireless devices such as cell phones and pagers with contacts and task
list storage (worldwide mobile phone sales were expected to total about
400 million in 2000, rising to 560 million in 2004

 

1

 

)

 

�

 

Digital cameras

 

�

 

Corporate use and storage of graphic images, audio, and video

These are several of the factors now at work in corporations that increase
the risk of litigation and loss of confidential corporate data (from www.fios-
inc.com/digital_risk.html, Fios, Inc. (877) 700-3467, 921 S.W. Washington Street,
Suite 850, Portland, Oregon 97205)

It is best to state up-front that the emphasis in any cyber forensic examination
must be on the forensic element, and it is vital to understand that forensic
computing, cyber forensics, or computer forensics is not solely about computers.
It is about rules of evidence, legal processes, the integrity and continuity of
evidence, the clear and concise reporting of factual information to a court of law,
and the provision of expert opinion concerning the provenance of that evidence:

Companies are very concerned about the notion that anything they write
electronically can be used again at any time. If you have to discipline
yourself to think, “can this be misconstrued?” that greatly hampers your
ability to communicate and introduces a huge level of inefficiency.

 — 

 

David Ferris, president of Ferris Research (San Francisco)

 

Dimensions of the Problem

 

Crime: an act committed in violation of the law.

 

Much of today’s computer-related crime is not a violation of formal law. In 1979,
the Justice Department defined computer crime as any illegal act for which
knowledge of computer technology is essential for its perpetration, investigation,
or prosecution.

Criminal law is a crime, which is a wrong against society, typically leading
to a conviction, which normally results in jail term or probation. The main purpose
is punishment of the offender. Most computer crimes in United States today go
unpunished (which weakens deterrence of law).
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Evidence must be gathered by law enforcement in accordance with court
guidelines governing search and seizure (Fourth Amendment):

The right of the people to be secure in their persons, houses, papers, and
effects, against unreasonable searches and seizures, shall not be violated,
and no warrants shall issue, but on probable cause, supported by oath
or affirmation, and particularly describing the place to be searched, and
the persons or things to be seized.

Computer crime is escalating!
The FBI’s caseload is increasing dramatically. In FY 1998, the FBI opened 547

computer intrusion cases; in FY 1999, that jumped to 1154. At the same time,
because of opening the National Infrastructure Protection Center (NIPC) in Feb-
ruary 1998 and the FBI’s improving ability to fight cyber crime, the Bureau closed
more cases. In FY 1998, the closed case file increased to 399 intrusion cases; and
in FY 1999 it increased to 912 such cases.

However, given the exponential increase in the number of cases opened,
cited above, the FBI’s actual number of pending cases has increased by 39 percent,
from 601 at the end of FY 1998 to 834 at the end of FY 1999. In short, although
the FBI has markedly improved its capabilities to fight cyber intrusions, the
problem is growing even faster.

The Computer Security Institute released its fifth annual “Computer Crime and
Security Survey” for 2001, confirming the alarming facts cited above. Eighty-five
percent of respondents detected security breaches over the past 12 months.

At least 64 percent of respondents reported financial losses, including theft
of proprietary information, financial fraud, system penetration by outsiders, data
or network sabotage, and denial-of-service attacks. Information theft and financial
fraud caused the most severe financial losses, put at $151 million and $93 million,
respectively. The losses from 186 respondents totaled just over $377 million.

Losses traced to denial-of-service attacks were only $77,000 in 1998, and by
1999 had risen to just $116,250. Further, the new survey reports on numbers taken
before the high-profile February 2000 attacks against Yahoo!, Amazon, and eBay.
Finally, many companies are experiencing multiple attacks; 19 percent of respon-
dents reported ten or more incidents.

Attorney Deanne Siemer says she tells judges that digital technology “takes
one-third out of the trial time.” And that’s a huge factor for courts with
their enormous backlogs.

 — Rebecca Ganzel,
“Digital Technology in the Courtroom,”

Presentations, November 1999

Computer Forensics
Computer Forensics deals with the preservation, identification, extraction, and
documentation of computer evidence. The field is relatively new to the private
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sector but it has been the mainstay of technology-related investigations and
intelligence gathering in law enforcement and military agencies since the mid-
1980s.

Like any other forensic science, computer forensics involves the use of
sophisticated technology tools and procedures that must be followed to guarantee
the accuracy of the preservation of evidence and the accuracy of results concerning
computer evidence processing.

What evidence is needed?

� All physical evidence (computer, peripherals, notepads, documentation,
etc.)

� Visual output on the monitor
� Printed evidence on a printer
� Printed evidence on a plotter
� Film recorder (magnetic representations)

It is extremely important to realize that evidence must have been gathered in
accordance with the Fourth Amendment and the Electronic Communications
Privacy Act (ECPA), and that computer-generated evidence is considered “hearsay”
with some exclusions. Depending on your role or responsibility in the computer
forensics investigation, you may be subject to differing sets of rules and regulations.
Internal investigators, for example, are not subject to the Fourth Amendment
stipulations; however, they are subject to the ECPA.

Typically, computer forensic tools exist in the form of computer software.
Computer forensic specialists guarantee accuracy of evidence processing results
through the use of time-tested evidence processing procedures and through the
use of multiple software tools, developed by separate and independent developers.
The use of different tools that have been developed independently to validate
results is important to avoid inaccuracies introduced by potential software design
flaws and software bugs.

The introduction of the personal computer in 1981 and the resulting popularity
came with a mixed blessing. Society in general benefited, but so did criminals
using personal computers in the commission of crimes. Today, personal computers
are used in every facet of society to create and share messages, compute financial
results, transfer funds, purchase stocks, make airline reservations, and access bank
accounts and a wealth of worldwide information on essentially any topic.

Computer forensics is used to identify evidence when personal computers are
used in the commission of crimes or in the abuse of company policies. Computer
forensic tools and procedures are also used to identify computer security weak-
nesses and the leakage of sensitive computer data. In the past, documentary
evidence was typically stored on paper and copies were made with carbon paper
or photocopy machines.

Most documents are now stored on computer hard disk drives, floppy dis-
kettes, Zip disks, and other forms of removable computer storage media. Computer
forensics deals with finding, extracting, and documenting this form of “electronic”
documentary evidence (www.forensics-intl.com/def4.html).

Along the way, prior to formally pursuing a cyber forensics investigation,
several important and critical questions must be asked:
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� What is the policy in the organization to report and deal with computer
crime? (It may be nonexistent, or it may be not well thought out or tested,
or it may even be incompetent.)

� Do you “really” want to prosecute?
� Who do you call in law enforcement and what will be their reaction?

Additional questions that should be considered and appropriate answers well
thought out include:

� Can you afford to be without the evidence?
� Are you willing to see this go public?
� Was a thorough investigation conducted?
� Did you violate the ECPA or any privacy issues?
� How will you prove the crime?
� Is there any likelihood of the suspect doing damage prior to arrest? (Dr.

Rayford Vaughn, vaughn@cs.msstate.edu)

Obtaining concrete answers to these questions prior to embarking on a cyber
forensics audit or investigation is critical. Doing so may help shield the organization
(as well as the investigator/auditor/security personnel, etc.) from civil or criminal
liabilities.

The material presented in the following pages of this field manual has been
selected, developed, and shared with the specific objective of providing the reader
with a resource with which to become better prepared to undertake and participate
in the cyber forensics audit of a suspect system.

Works Cited
1. University of California at Berkeley, School of Information Management and Systems,

October 2000, http://www.sims.berkeley.edu/how-much-info/.
2. Designing a Document Strategy: Documents…Technology…People. Craine, K., MC2

Books, 2000.

AU0955 FMFrame  Page xx  Monday, December 17, 2001  2:02 PM




